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® Practitioner guides
® Training modules .
. 0 uik Refresher

® Victim resources

® Webinars

Sign up for our Newsletter!
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STALKING IS:

TRAUMATIC

“Stalking is homicide

. . 99
in slow motion.

— Dr. Patrick Brady
Department of Criminal Justice

University of Colorado Colorado Springs

/N DANGEROUS
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STALKING DEFINITION:
BEHAVIORAL

Stalking is a pattern of behavior directed at a specific
person that would cause a reasonable person to feel
FEAR for the person’s safety or the safety of others;

or suffer substantial emotional distress.

F @ ff

Google  sams L

® Something may be frightening Hﬂlﬂﬂﬂﬂﬂﬂﬂmﬂﬂﬂ

to the victim but not to you N3 \
¢ Stalking behaviors often have :

specific meanings
® Stalking criminalizes otherwise

non-criminal behavior

Victim and Offender Relationships

43%

Comrent/Former (P | -2
g 4%
t
Acqintance | <«

19%

Strne” I ro

Brief Encounter -89/:/ CE

Family Member -6'/9%

ASK SURVIVORS ABOUT
Person of Authority ] ;}//' CO-OCCURRING VICTIMIZATIONS.

Female Victims  m Male Victims
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Technology & In-Person Stalking

= 0 8

~<H

The majority of stalking victims experienced both

in-person stalking and technology-facilitated stalking.

sing, J,, Bagwell-Gray

SLIl Framework
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Technology does not cause stalking,
STALKERS CAUSE STALKING.

Unique Features of TFS

Old stalking, new methods -- and some unique features:

® Extend reach over time and space
© Reach intimate spaces, resurface after years, more
opportunities
® Less accountability
© Anonymity, seen as “less
serious,” often thwarts existing
MESSAGES protections

Hey! I don't know if
you remember

me...but | think we
went to high school

together? Anyways, |
saw your pics and was
thinking about

[ Have vou heard from

® Crowdsourcing attacks

® Entrench existing inequities
© Safety features and resources are
typically resource-gated

COMMON TECHNOLOGY TACTICS
EXPERIENCED BY STALKING VICTIMS

6@9/ [ p) UNWANTED PHONE CALLsS,
®) VOICEMAILS, TEXT MESSAGES

UNWANTED E-MAILS OR ©

ISOCIAL MEDIA MESSAGES m 55/@
10! MONITORED ACTIVITIES

32/@ ?og USING SOCIAL MEDIA

POSTED/THREATENED TO POST 2@@
INAPPROPRIATE/PERSONAL INFO ©

SPIED ON/MONITORED
ACTIVITIES USING TECH

9 %

n,JL, & Morgan, RE. (2022). Stalking Victimization, 2019. Washington, DC: US DOJ, Bures tice Statistics, Special Report

22%

lTRACKED LOCATION WITH

ELECTRONIC DEVICE OR APP
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Should victims just log off?

DELETE ACCOUNT?

Delete account and all data?
This cannot be undone.

Cancel | DELETE

The Mytkology
of Tech

N
.\0\\

2
<33, KL=
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Technology totally defies our intuition.
It’s a complete black box.

they OWN something

Abuser owns device/account
Shared account/device

Buying or gifting the survivor the
devices

they CONTACT someone

¢ Call/text/message victim or
friends/family

¢ Post harmful content publicly
(e.g., threaten violence)

® Proxy harassment

® “Spoofing”

23
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they ACCESS something

¢ Physical/coerced access
to unlocked device
¢ Remotely “hack” via
security questions/passwords
¢ Install spyware/ “dual-use” app

they SHARE something

® Blackmail by threat of exposure

® “Doxxing” victim

® Non-consensual intimate images

® Fake profiles/advertisements of
sexual services

10/13/2026

Visibility and Escalation

/ T Risk of escalation
2/

@/ o |f a stalker has access

to a victim’s tech, they
may retaliate when
they realize they've
lost that access

® Timing can be key!

Simple Methods, Big Harm

Stalkers often overstate their abilities with
technology as a form of manipulation

® Most TFS makes use of simple tools,
like third-party apps or social media

® These simple methods can be very
powerful, especially when they .
circumvent normal protections

N>~
BUT simple methods can also stop stalking,

N

TFV: Stalkers can cause harm if...

==k
they ACCESS something

® Physical/coerced access
to unlocked device

they OWN something

® Abuser owns device/account
® Shared account/device
® Buying or gifting the survivor the § ¢ Remotely “hack” via
devices security questions/passwords
¢ Install spyware/ “dual-use” app




10/13/2026

TFV: Stalkers can cause harm if...

they CONTACT someone they SHARE something

¢ Call/text/message victim or ® Blackmail by threat of exposure
friends/family * “Doxxing” victim

® Post harmful content publicly * Non-consensual intimate images
(e.g., threaten violence) ® Fake profiles/advertisements of

® Proxy harassment sexual services

® “Spoofing” [PAWJENEORCEMENT,

*67 Calls: Trap Call arapcall.com)

X+
£, rapeall

How TrapCall works

Vour phone rings, butit's Decine the cal, we do our The callings back - lock and take back control -
blocked agic unmasked! ittt et o Here's how to unmask calls with TrapCall

SPARC:

28

Spoof Phone Calls

Example: SpoofCard

TrapCaII Limitations

ONLY works for *67
Offenders may have an unregistered phone or use
Google Voice or similar apps for internet calling

Is there context in the calls

that points to the offender?
Changing phone numbers

isn’t always a good solution )

How can you remain anonymous when you call someone? The best way is
by using SpoofCard. Wi change your CallerID to

Iguien?|
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Cancel out the noise

Hushed

with Hushed

Talk and text on anonymous phone numbers.

@ e

(1

Do more E@ E@

with -
Hushed. MANAGE MULTIPLE AUTO-REPLY

SEPARATE

PRIVATE NUMBERS MESSAGES MULTIPLE DEVICES CONTACTS

Voiceover Internet Protocol
Services

These services can give stalkers cheap and

(VolP)

“
an

numbers... but they are not 100% anonymous

e Document
® Look up the platform
® Try to obtain subscriber information

A % e /
« TextMe

Google Voice

Smart voice calling on al your devices

— ©|onvoy

Example:

© Dingtone

(28) spoofCard FEATURES  GETOURAPP  LOG OUT

PLACEACALL  SENDATEXT (ED CALLHISTORY ~ ADD CREDITS UPGRADE ACCOUNT

& Settings
@ Account [E) TRANSACTIONS 5 PAYMENT

My Details Login Methods

Primary Account Number
Dana
0(202)579-3010

DFleitman@AEquitasResource.org
CHANGE NUMBER

Verified Caller IDs

DEACTIVATE ACCOUNT

01202 579-3010
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SETTINGS

CHANGE PIN

00

REMOVE
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Burner GetBurner

Choose plan

Monthly o)

Here is your
new number! L} 1

Hey bud, it's Matt!

(718) 594-4939 sarly © To———

ﬂ" Continue

1. Choose a number

2. Choose your plan 3. Start calling &

texting
Want to level up your area code? Short.term, long-term, or something 9
You choose the area code that in between—choose a plan that

makes an impression. ‘works for your privacy needs. New number, who dis? Start caling

& texting instantly, then check out
all our killer communication
foatures.

Letago =

Basic Subscriber Information (BSI)

® BSl is information that someone enters to sign up
for an online service, like their name, phone
number, and email address.

® If we know the platform, PD and civil subpoenas
may be able to help identify the harasser by
obtaining BSI.
© Depending on the jurisdiction
© E.g. NumLookup to identify platform —>
subpoena to platform for BSI — match
name/|P address to suspect

Documenting Anonymous Calls

Phone Number Carer Lookup Report or (682) 87-9485 Is the call coming from cellular,

5 : ?
RN s e e landline, or VolP?
® Try the number(s) in carrier
. — lookup services online
SemEs aserssss ® Can subpoena brokers like
broadbrand.com to find which

company they sold the

s

KENNEDALE

number to, then subpoena
that company (like Google)

[]S #) NumLookup

@ CarrierLoo
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Screening, Not Blocking Why Screen vs. Block?

® When blocked, the stalker may just migrate to °
© GEED
other platforms ® Survivors often benefit from
Recents

+1-555-202-5401
Wichita, KS

¢ Consider deleting the saved contact card and _— knowing if the stalker is
turning on “screen unknown callers” sss 2025001 e attempting to contact them.
Wichita, KS

+1-555-202-5401 T >
Wichita, ks 4/14/25 ® This can help

& Better screening
"l CallScreen (built-in), TrueCaller Unknown Caller Motie g dentifyiittheistalkeris

555-202-5401 escalatin
+1-555-202-5401 4/13/25(§ g

Wichita, KS

> o 0o (e

4/14/25 (§

© Prove attempted violations

John Stamos 7
4 . po i 4/12/25 (§ .
Weaker screening Mobile of a restraining order

RABFETEM] 411725 § © Give insight into their plans

Delete contact card Mobile
+1-555-202-5401
Wichita, KS

)

4/11/25 (3

be > €=

Tips for Documenting

Capture the whole screen, and don’t
crop, edit, or otherwise alter screenshots L &4
+1(516) 817-8894

or images

Agreed. But that great wine
made those details not really

matter. Happy 2016. . .
o T . Try to include a timestamp for messages

Fingerprint activation needs

both hands o setup. Huh? . If a phone number is involved, delete the

contact card to show the phone number, Aot il .. .
inger. Up. . This image is cropped

Yeah but then can only unlock not a nickname N

with one hand. t|mestamp
Then set up several finger. . Look up the phone carrier and any other
Thumb and index on each hand

is best related information you can get for free

Gotcha. Probably just both .
thumbs s Keep a we||-organ|zed and annotated |og

= of screenshots

Two Components to Phone Security

e Compromise of the device itself
o Fixed by getting a new device
or factory reset

WELCOME BACK

Log in to your account 0
B0 e Compromise of accounts on the

device

Username
o Persists across new devices or
Password X
reset, needs manual review
o “Chases” the survivor across

devices

41
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Help Map Out Devices Help Map Out Devices

* Alarge part of tech services is helping victims
remember devices!
© When you ask about what technology they use,

victims often just say “my phone”

Headphones Watches Chi|dren’s Devices Cameras

* Give examples. Frequently forgotten:

== KL

OldlDayices Shared Desktop  Gifted Devices Smart Home  Laptops & Tablets ~ Old Devices Shared Desktop

Still in Home Computers Devices Still in Home Computers

Utility Plans: WiFi and Service Shared Phone Plans
Whoever owns a phone plan can:
Q ® View phone numbers called or texted (but not content)
® e Fully take over and/or disconnect the victim’s phone

i . number
Shared WiFi is A shared phone contract is not T P
generally okay safe if the victim is not the owner P Y g

Date Time
® May connect cameras or o Contract owner can, without

microphones to the WiFi victim consent:

o Changing the WiFi © Turn on location tracking
password will knock © View phone numbers called e ™
them off d (but not content)

o See data usage

o Shut down the phone number ON202025  0BOBPM  d0b2C g2t Boliet) i e
and/or move it to a phone
owned by abuser

03212025 0B4BPM

0851PM 77.26 o Picture/Video

03262025 05.00PM o Recened Text

verizon Qe wv o
Message Usage p— S

Device Messagesused

0820 &

Suspend or reconnect service

Date Time To From Direction Message type To aline peri check your online eligibilit
log
Al Domestic interny  03/27/2025 06:48PM 4082 70t 3 Received Picture/Video Which device would you like to start with?
Date Time
03/27/2025  OL40PM 4082 866-80 Received Text
ouovzozs  osimAM IFLEITMAN
03/26/2025  OBSIPM 4082043 877200 Received Picture/Video SO0 sSwaad
owovzos  oar0AM PIXEL 6 128 GB CARBON
03/26/2025 ~ 060BPM 4082 562:¢ Received Picture/Video
owovzoas  osoom
NonRegistered ©
owovzos  orzza| 03/26/2025  O500PM 408 743 Received Text FLEITMAN
ovava2s  weeeM o a0 Reconed  Text IP15128 BL-2K-2

ovavz0s  wsePM o8 3380 Recened Test

47
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No trade-i req. Online Ony. | B

Leaving Phone Plan

Lifeline Program
Application Form

Verizon Family - Turn Location Sharing PR—— Survivors in a shelter can use recromesan
On/off Safe Connections Act to leave N
phone plan without fees, thetne

charges, knowing the PIN, or =

alerting owner.

e WILL need verification of

My rizonusor Der moienumser . services letter from YO
s peoss ® Do NOT need to refer to
tech services

Here's how to turn location sharing on or off using the Verizon Family app on your smartphone or

tablet

NOTE
Toperform the steps below youneedto:

have a Premiumsubscrigtion

From the VerzonFamly Guardianapp tap the Moretab.

S ® Can get financial support for
S —— paying for plan

4 TapLocationSharing

Selact the desired option thentap Save:

y LifeLineSupport.org/Survivor-Benefit

Not Sharect No one canviaw ihis famiy member slocation

xfinity

STEP10F 7

Safe Connections Act line separation
request
i orm s for Sate Connections Act e separation request fo Xty Moblle, NOW Mobil,and

Comcast Business Mobile ts. Note: Li froma Mobile
converted

The Safe Connections Act and the implementing rules established by the Federal

1
(*FCC" or sion”) enable certain individuals to request that

person on the account (hereafter, “abuser’) has committed or allegedly committed a “covered
act” against them or someone in their care (collectively referred to as “survivors”). For purposes
of the form, allreferences to “you: “your,” or “' in requests for information or certifications relate
10 survivors unless otherwise specified.

Covered acts ~

Acovered act” includes (but is not limited to):
« Domestic violence;

« Dating violence;

« Sexual assault

+ Stalking:

=_Chid abuse neglect,or

Google: Web & App Activity

= Google My Activity

©

-/

Q_ search your activity

53
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Search, Chrome, and more

G Search

Visited Get a Protection Order | District of Columbia Courts

il mysistersplacedc.org

Visited Obtener ayuda - My Sister's Place

2l mysistersplacedc.org

Visited Get Help - My Sister's Place

G Search

Visited https://mysistersplacedc.org/

SPARC

10/13/2026

55

iCloud Account Home Page

“ & beta ko o

iCloud

(o]

&

Good evening, Michael.

Account Safety: Secure Logins

a Changing passwords to accounts goes a long way a

® Strong passwords are not based on personal information
No favorite sports teams, pets, birthdays
o Use a random combination of words, letters and/or numbers

© Write it down somewhere safe or use a password manager

® Classic security question answers are not resistant to
stalking
Stalkers may already know or can learn information like the victim’s

mother’s maiden name, first car, city where born
® Be realistic! A password manager isn't right for everyone

o Use 2-Factor Authentication

59
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Reservations

Manage reservations

Purchases

Manage purchases

Payment methods

G Pay

Manage payment methods

Securing a Phone: Account Issues

Log In Sharing Apps

Passwords or log-in Settings to “share, Apps on the device are
methods are not safe such as shared or use an
“Share Location,” unsecure login

”

are unsecure

Account Safety: Secure Logins

® Important online accounts o P 7o
include e-mail, social < setings  hople Acoount S PRt ceiai

media, messaging, financial, e & urcrases

© sonnvinsose
e-commerce

Dana'sPhone

7 DanassiPhone

Check for unknown log-ins o
arpais0
- and document and then

Version

Seial Number
Comast

remove unfamiliar devices e

3 Dana's iPhone

© Usually in Settings
P

Is there another phone,
laptop, etc. logged into the i Trammm
victim’s email, iCloud?
= Would it be safe to
remove it?
= Should we d

that access?

Contact ey Verlfication

10



an
i
Android and Gmail users should use

Google’s Security Checkup

Security Checkup

ve secuiy ips

Apple users should update their
phones and use Apple’s Safety Check

Emergency Reset

Manage Sharing & Access.

3

Understanding AirTags

® Shows location of last “ping”, not location

history

® Frequency of the location update varies

© Depends on other devices in “ping” range

® AirTag “pings” off any Apple device within

800 feet

© Tile “pings” off the Tile app (that people

have to download)

© 2018 AEquitas
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Er—

< satery ek

How Do Stalkers Track Location?

Property Tags Family Trackers
,—/7

Access to and/or Shared
Victim Accounts

u:“?*
Find My o

Installed Stalkerware

AirTags

11



Notification Limitations

o Alerts are inconsistent and
designed to catch when device is
traveling with the victim

® Most users are notified when
they return home, not while
traveling

o If the offender is present and/or
in close proximity to victim
regularly, notification is unlikely

Location address
and when
location last e

updated ) m

o Alan's Umbrelia

Alan's Backpack
e o

71
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AirTag/Bluetooth Tracker Alert
Settings: Android

& Safety& emergency € Unknown tracker alerts

3
h required

() No tracker alerts

AifTag Detected Near You

About This AirTag
Serial Number: ABCDE12F G345
Owner: (*++) *+*-6789

An AirTag is used to keep track of
everyday items like keys or a bag.
The serial number is registered to the
owner of this AirTag. Ifthis AirTag is not
familiar to you, learn how to disable it and
stop sharing your location

Instructions to disable >

A i found.apple.com ¢

10/13/2026
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Disabling AirTag Evidence with AirTags

® Opening the AirTag to view the
serial number disables the Tag --
thereby alerting the offender Serial number is on physical device but
that it’s been found
o Law enforcement should

S come to victim and consider Contact LawEnforcement(@apple.com to
el Number: ABCOE 276345 faraday bag

® Serial number is unique to each AirTag
will not show up on phone

check device registration

Push down and twist counterclockwise on
the back of the AirTag. Take the cover off

an rrove hebatary Turning off Bluetooth will NOT Check financial records of suspect
‘Once you remove the battery, the location Stop the device frOm emitting a

of this AirTag is no longer visible to its b Contextual evidence
signal to the offender

owner.
Yy &found.apple.com <

. & m © ® Take screenshot for evidence

Qjiobit

Example: Pet Tracking Device
A

® Smart phones 4 s ’1 : - :
’ N ¢ tracks no
© Find My D | v

they run.

© Apps
© Location sharing
e Child trackers TR

o Pet trackers

® Geofencing alerts
© When the GPS device leaves or gets

close to a designated place

77
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What is Stalkerware?

} @ ® Commercially available
software used for spying
® Made for individual use

SPYIC * Typically hides itself from the

An Ultimate Phone Monitoring ) )
Solution list of installed programs and

wwnwspyiceon does not display any activity

notifications

About Stalkerware

® Physical access to the
device is almost always
required for installation

® Can be on both Apple and
Android devices, but more
common on Android

® Best to assume all
activities on device are

being monitored

Non-Stalkerware Possibilities

SHARING Phone login and password security

¢ Cloud/account backup
SETTINGS ® Family sharing, “Find My Device”

ACCOUNT |ndi\tidua| :flccounts.: e-mail, socia
media, dating websites
ACCESS

Smart device accounts
Previously shared accounts

Devices: GPS tracker, key logger,
cameras, recording devices
® Friends, family, colleagues

83
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Cell Phone Spyware

Example: FlexiSpy

clideo.com

Removing Stalkerware

All actions may cause potential safety concerns!

® Restart device
© Removes permissions, i.e. stops stalkerware from
running but doesn’t remove it
® Factory reset
© Removes stalkerware from the device
© Note: this also destroys the evidence
® Change passwords on all apps/accounts

® Antivirus can sometimes remove stalkerware

14



Find yourself...

* FastPeopleSearch.com
® TruePeopleSearch.com

* PeopleSearchNow.com

Technology & Stalking: Big Picture

o Believe victims.
° Offenders can misuse technology a variety of creative ways to
access, contact, and monitor their victims.
This technology is out there — and it’s easy to use.
© Offenders don’t have to be particularly “tech savvy” to terrorize
victims through technology.
Build knowledge on privacy/sharing settings.
© Each app and device has its own and settings/defaults are often
not intuitive.
Ask specific questions about offender contact and knowledge.
© This can better help you collect evidence and safety plan.
Consider both evidence preservation and victim safety.
o See if the victim has access to a safer device.
Charge relevant technology-related crimes.
© As appropriate and applicable.

For Victims

® . Victim
"I‘ESOUI‘CE center

3
Confidential referrals for crime victims D 855-4-VICTIM

89
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Data Brokers & Online Profiles

Kanary Copilot e Search for the victim’s

The fast and free way to fight name on Google:
doxxing and digital stalking.

> Phone number,

address, workplace
© What’s out there?

® Services can take these
down

Optery
2 DeleteMe
A Kanary Copilot

Resources & W rap-Up

SPARC
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JANUARY IS

—NATIONAL——

N STALKING

AWAREN ESS MONTH

How are you planning to spread the word?

15
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Order Stalking Awareness Brochures & Posters
for your Community Today!

Specialized Resources:

¢ Tech Safety Planning
¢ Cybercrimes Investigations
¢ State & Territory Statutes

Technical Assistance
Tailored Trainings

Dana Fleitman m.A.EdH.D.

* Practitioner guides Senior Training & Awareness Specialist

¢ Training modules
® Victim resources

® Webinars

R 202-579-3010
Sign up for our Newsletter! B‘. DFleitman(@StalkingAwareness.org ;
f @ @8 @FollowUsLegally 1\\1 StalkingAwareness.org i

/ STALKING
s i PAR PREVENTION,
AWARENESS,
AND RESOURCE
CENTER @FollowUsLegally

© 2018 AEquitas
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